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Zasady zpracovani dat z Google sluzeb

(Data Privacy Policy when using Google Calendar — please scroll down for English version)

Tento dokument popisuje, jak aplikace ONEPOST pfistupuje k datlim z vaseho Google Uctu, jak je pouZiva, uklada a
chrani.

Spravcem osobnich Udaju je:

ATLAS consulting spol. s r.o.

ICO: 46578706

Vystavni 292/13

702 00 Ostrava

e-mail: klientske.centrum@atlasgroup.cz
www.atlasgroup.cz

Pouzivani a prenos informaci ziskanych z Google API aplikaci ONEPOST do jakékoli jiné aplikace se tidi pravidly
Google API Services User Data Policy https://developers.google.com/terms/api-services-user-data-policy, véetné
poZzadavku Limited Use.

Informace ziskané prostrednictvim Google APl nejsou pouzivany k reklamnim acelim, marketingu, profilovani
uzivatelQ ani k trénovani modell umélé inteligence.

1. Jaka data z Google Uctu zpracovavame

Aplikace ONEPOST pfristupuje pouze k minimalnim udajim nezbytnym pro fungovani integrace s Google Kalendarem.
Konkrétné muze pfistupovat k nasledujicim udajlm:

Google Kalendar — vytvareni udalosti

Aplikace ONEPOST vytvari udalosti (pfipominky) ve vasem Google Kalendafi na zakladé pripominek, které jste si
nastavili v aplikaci ONEPOST u datovych zprav.

Do kalendare jsou zapisovany pouze tyto informace:
e nazev pfipominky
e datumacas
e text poznamky
Aplikace ONEPOST necte, neprohledava ani nestahuje obsah vaseho Google Kalendare.
Pfistup je omezen vyhradné na vytvoreni nebo aktualizaci udalosti vytvorenych aplikaci ONEPOST.
Zakladni informace o profilu

Pro ucely identifikace propojeného Gctu mlze aplikace zpracovavat:

e e-mailovou adresu
e  jméno uZivatele.
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ONEPOST pozaduje pouze takova opravnéni Google API (scopes), ktera jsou nezbytna pro poskytovani funkce
synchronizace pfipominek.

2. Uéel zpracovani dat
Data z Google Gc¢tu jsou pouZivana vyhradné k témto Gcelim:
Synchronizace pfipominek
vytvareni a aktualizace udalosti v Google Kalendafi odpovidajicich pfipominkam nastavenym v aplikaci ONEPOST.
Identifikace propojeni uctu
zobrazeni informace o propojeném Google Uctu ve vasem uzivatelském profilu.
Data z Google U¢tu nejsou pouzivana k Zadnym jinym ucelim, zejména nejsou pouzivana pro:
e reklamni Ucely nebo personalizaci reklamy
e marketingové analyzy
e  profilovani uzivatelQ
e sledovani chovani uzivatell
e prodej nebo poskytovani dat tfetim strandam
e poskytovani idaja datovym broker(im

e trénovani modell umélé inteligence.

PouZivéani dat z Google API je v souladu s pravidly Google API Services User Data Policy véetné pozadavkul Limited
Use.

3. Pravni zaklad zpracovani
Zpracovani Udajl z Google Uctu probiha na zakladé:

souhlasu uZivatele podle ¢l. 6 odst. 1 pism. a) GDPR, ktery je udélen pfi propojeni Google tGctu s aplikaci ONEPOST
prostfednictvim autorizace Google OAuth.

Propojeni uctu je dobrovolné a uzZivatel muZe integraci kdykoliv zrusit.
4. Sdileni dat s tfetimi stranami
Data z vaseho Google Gctu nejsou sdilena s Zadnymi tfetimi stranami.
Konkrétné:
e data nejsou predavana jinym spolec¢nostem ani obchodnim partnerim,
e data nejsou vyuzivana pro reklamni nebo marketingové ucely,
e data nejsou prodavana.

K datlm z Google U¢tu ma pristup pouze aplikace ONEPOST provozovana spole¢nosti ATLAS consulting spol. s r.o.

Vyjimkou mohou byt pouze situace, kdy je zptistupnéni idaji vyZzadovano pravnimi predpisy nebo rozhodnutim
soudu ¢i jiného organu verejné moci.
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5. Pfistup osob k datim (Human Access)

PFistup zaméstnancll nebo smluvnich dodavatel(l spoleénosti ATLAS consulting spol. s r.o. k datim z Google uctu je
pfisné omezen.

K pfistupu miZe dojit pouze v nasledujicich pfipadech:
e uzivatel udélil vyslovny souhlas k nahledu na konkrétni data (napf. pfi feSeni pozadavku na technickou
podporu),
e jeto nezbytné pro feseni bezpecnostniho incidentu nebo technické chyby,

e jetovyzadovano pravnimi predpisy.

PFistup je omezen na minimalni pocet opravnénych osob a je chranén technickymi a organiza¢nimi bezpe¢nostnimi
opatrenimi.

6. Ukladani a ochrana dat
Pro ochranu dat pouzivdme pfimérend technickd a organizacni opatfeni.
Zejména:
e OAuth tokeny jsou ukladany v Sifrované podobé,
e servery jsou umistény v zabezpeceném datovém centru v ramci Evropského hospodarského prostoru,
e komunikace mezi aplikaci ONEPOST a Google API probiha prostfednictvim zabezpeceného protokolu
HTTPS/TLS,

e pristup k uloZenym tokendm je fizen prostfednictvim systému Fizeni pfistupovych prav.

Pouzivdme pfimérend komercni bezpecnostni opatfeni k ochrané uzivatelskych dat pfed neoprdvnénym pfistupem,
zmeénou, zpfistupnénim nebo znicenim.

7. Doba uchovani a smazani dat

OAuth tokeny jsou uchovavany pouze po dobu trvani propojeni Google Uctu s aplikaci ONEPOST.
UZivatel mUZe propojeni kdykoliv zrusit v sekci:

Profil - Pfipojené aplikace

Po odpojeni Uctu jsou OAuth tokeny okamzité a nevratné smazany ze serveri ONEPOST.

PFi smazdni uzivatelského Uctu v aplikaci ONEPOST jsou automaticky odstranény také viechny udaje souvisejici s
propojenim Google uctu.

UZivatel mUZe rovnéZ poZzadat o smazani Udajl prostfednictvim e-mailu:

klientske.centrum@atlasgroup.cz

Zadosti jsou vyfizovany nejpozdéji do 30 dn.

Udalosti vytvorené v Google Kalendari zlistavaji ve vasem kalendafri i po odpojeni aplikace ONEPOST.
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8. Pfenositelnost a export dat
Data o pfipominkach uloZena v aplikaci ONEPOST mohou byt uZivateli kdykoliv exportovana.

Udalosti vytvorené v Google Kalendafri jsou vidy pfistupné a spravovatelné pfimo prostrednictvim sluzby Google
Kalendar.

9. Oznameni o bezpecnostnim incidentu

V pfipadé neopravnéného pristupu k datim z Google Uc¢tu nebo jejich zneuziti budeme bez zbyte¢ného odkladu
informovat dotcené uzivatele v souladu s pfislusSnymi pravnimi predpisy, zejména podle Nafizeni Evropského
parlamentu a Rady (EU) 2016/679 (GDPR).

10. Informovani v aplikaci
PFi propojeni Google uctu s aplikaci ONEPOST je uzivateli pred udélenim pfistupu zobrazena informace o tom:

ek jakym datlim bude aplikace pfistupovat
ek jakému ucelu budou data pouzita.

UZivatel udéluje pfistup prostrednictvim autorizace Google OAuth.
11. Prava subjektt udaja
UZivatel ma v souvislosti se zpracovanim osobnich udajl nasledujici prava:

pravo na pfistup k osobnim tdajim,
pravo na opravu nepresnych udaj,
pravo na vymaz udajd,

pravo na omezeni zpracovani,
pravo na prenositelnost udajd,

e pravo odvolat udéleny souhlas.

Pokud se domnivate, Ze pfi zpracovani osobnich Udajl doslo k poruseni pravnich predpist, mate pravo podat
stiznost u dozorového organu.

V Ceské republice je timto organem:

Utad pro ochranu osobnich adajt
WWW.U00U.CZ

12. Zmény téchto zasad
Pokud dojde ke zméné zplsobu zpracovani dat z Google Gictu, budou tyto zasady aktualizovany.

UZivatelé budou o zménach informovani pred tim, nez za¢nou byt data pouzivana novym zptsobem nebo pro jiny
ucel.

Pokracovanim v pouZivani integrace po oznameni zmén vyjadfuje uZivatel souhlas s aktualizovanymi zasadami.
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English version

Google Services Data Processing Policy

This document describes how the ONEPOST application accesses, uses, stores, and protects data from your Google
account.

The data controller is:

ATLAS consulting spol. s r.o.

Company ID: 46578706

Vystavni 292/13

702 00 Ostrava

Czech Republic

e-mail: klientske.centrum@atlasgroup.cz
www.atlasgroup.cz

Compliance Statement: The use and transfer of information received from Google APIs by the ONEPOST application
to any other application is governed by the Google API Services User Data Policy
https://developers.google.com/terms/api-services-user-data-policy, including the Limited Use requirements.

Information obtained through Google APIs is not used for advertising purposes, marketing, user profiling, or training
artificial intelligence models.

1. What Google Account Data We Process

The ONEPOST application accesses only the minimum data necessary for the Google Calendar integration to
function.

Specifically, it may access the following data:

Google Calendar — Event Creation: The ONEPOST application creates events (reminders) in your Google Calendar
based on reminders you have set in the ONEPOST application for data box messages.

Only the following information is written to the calendar:

e reminder title
e date and time
e note text

The ONEPOST application does not read, search, or download the contents of your Google Calendar.

Access is limited exclusively to creating or updating events created by the ONEPOST application.
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Basic Profile Information: For the purpose of identifying the linked account, the application may process:

e e-mail address

° user name.

ONEPOST requests only those Google API permissions (scopes) that are necessary to provide the reminder
synchronisation feature.

2. Purpose of Data Processing
Data from your Google account is used exclusively for the following purposes:

Reminder Synchronisation: creating and updating events in Google Calendar corresponding to reminders set in the
ONEPOST application.

Account Linking Identification: displaying information about the linked Google account in your user profile.

Data from your Google account is not used for any other purposes, in particular it is not used for:

e advertising purposes or ad personalisation
e  marketing analytics

e user profiling

e user behaviour tracking

e selling or providing data to third parties

e providing data to data brokers

e training artificial intelligence models.

The use of data from Google APIs complies with the Google API Services User Data Policy, including the Limited Use
requirements.

3. Legal Basis for Processing
Processing of data from your Google account is carried out on the basis of:

user consent pursuant to Article 6(1)(a) of the GDPR, which is granted when linking your Google account with the
ONEPOST application through Google OAuth authorisation.

Linking your account is voluntary, and you may revoke the integration at any time.

4. Sharing Data with Third Parties
Data from your Google account is not shared with any third parties.

Specifically:
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e datais not transferred to other companies or business partners,
e data is not used for advertising or marketing purposes,
e datais not sold.

Only the ONEPOST application operated by ATLAS consulting spol. s r.0. has access to data from your Google
account.

The sole exception may be situations where disclosure of data is required by applicable law or by a court or other
public authority decision.

5. Human Access to Data

Access by employees or contractors of ATLAS consulting spol. s r.o. to data from your Google account is strictly
limited.

Access may occur only in the following cases:

e the user has given explicit consent to view specific data (e.g. when resolving a technical support request),
e itis necessary to resolve a security incident or technical error,
e itisrequired by applicable law.

Access is limited to the minimum number of authorised persons and is protected by technical and organisational
security measures.

6. Data Storage and Protection
We use appropriate technical and organisational measures to protect data.
In particular:

e OAuth tokens are stored in encrypted form,

e servers are located in a secured data centre within the European Economic Area,

e communication between the ONEPOST application and the Google API is conducted via the HTTPS/TLS
secure protocol,

e  access to stored tokens is managed through an access rights management system.

We use reasonable commercial security measures to protect user data against unauthorised access, alteration,
disclosure, or destruction.

7. Data Retention and Deletion
OAuth tokens are retained only for the duration of the Google account linking with the ONEPOST application.
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You may revoke the linking at any time in the section:
Profile - Connected Applications
Upon disconnecting your account, OAuth tokens are immediately and irreversibly deleted from ONEPOST servers.

When a user account in the ONEPOST application is deleted, all data related to the Google account linking is also
automatically removed.

You may also request data deletion by e-mail:

klientske.centrum@atlasgroup.cz

Requests are processed within 30 days at the latest.

Events created in Google Calendar remain in your calendar even after disconnecting the ONEPOST application.

8. Data Portability and Export
Reminder data stored in the ONEPOST application can be deleted/edited/viewed by the user at any time.

Events created in Google Calendar are always accessible and manageable directly through the Google Calendar
service.

9. Security Incident Notification

In the event of unauthorised access to or misuse of data from your Google account, we will inform affected users
without undue delay in accordance with applicable legal regulations, in particular the General Data Protection
Regulation (GDPR).

10. In-Application Disclosure
When linking your Google account with the ONEPOST application, you are informed before granting access about:

e what data the application will access
e for what purpose the data will be used.

You grant access through Google OAuth authorisation.

11. Data Subject Rights
In relation with the processing of personal data, you have the following rights:

e the right of access to personal data,
e the right to rectification of inaccurate data,
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e theright to erasure of data,

e the right to restriction of processing,
e the right to data portability,

e the right to withdraw consent.

If you believe that the processing of your personal data has violated applicable law, you have the right to lodge a
complaint with the supervisory authority.

In the Czech Republic, the supervisory authority is:

Office for Personal Data Protection (UOOU), www.uoou.cz

12. Changes to This Policy
If there is a change in the way data from your Google account is processed, this policy will be updated.
Users will be informed of changes before data begins to be used in a new way or for a different purpose.

By continuing to use the integration after being notified of changes, you express your consent to the updated policy.
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